
Background
Investigating and implementing security solutions 
such as antivirus software and logging or 
intrusion detection requires resources including 
hardware, software, experience and time to test. 
Westinghouse’s cyber security lab provides these 
resources to select the appropriate products and 
to test product functionality.

Description
Westinghouse provides experienced cyber security 
personnel and an environment in which hardware 
and software solutions can be evaluated, and 
combinations of software solutions can be verified 
and validated. 
For example, Westinghouse’s cyber security lab 
has:
• Evaluated non-Microsoft directory service 

solutions
• Verified unidirectional gateway rules 
• Validated antivirus solutions on legacy hosts
• Demonstrated host-based configuration change 

control clients 
Services offered through Westinghouse’s cyber 
security lab include:
Solution Validation – Testing that can validate 
whether or not security solutions will work with 
plant control systems, and whether or not they will 
interfere with system functions. Solution validation 
can include:
• New product testing
• System hardening
• Security product integration
• Host-based client integration
• Active directory configuration management

Ovation™ Control Systems Testing – 
Westinghouse, a recognized source of Ovation 
expertise, can perform the verification and 
validation of a variety of solutions with most 
versions of Ovation. These solutions may be 
additional requests to the standard Ovation 
Security Center suite, or alternate products from 
the standard Ovation Security Center. (See 
the “Ovation Security” product sheet for more 
information.)
Legacy Systems Testing and Assessment – 
The Westinghouse lab provides the ability to test 
technical solutions on older, unsupported systems. 
This service verifies compliance with Nuclear 
Energy Institute (NEI) 08-09 or U.S. Nuclear 
Regulatory Commission Regulatory Guide 5.71 
controls, tests patch updates, and determines 
alternate solutions when the required controls are 
not technically feasible. (See the “Legacy System 
Security” product sheet for more information.)
Solution Provider – Westinghouse regularly 
tests new products and services to determine the 
validity and applicability to the nuclear industry. 
Westinghouse works to provide additional and 
specific nuclear industry value and support to 
commercial, off-the-shelf solutions. This value-
added content assists utilities in addressing the 
regulatory guide’s cyber security controls.
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Benefits
Westinghouse has the expertise, investment in hardware 
and software, space and time to test and validate the best 
solutions, providing plants with the following benefits:
• Advance knowledge of how solutions under 

consideration will actually integrate with plant control 
systems so that the correct solution will be chosen 

• As NEI 08-09 allows test beds and vendor-maintained 
test environments to be used for performing 
vulnerability scans, testing services either on-site 
or in the Westinghouse labs, thus minimizing risk to 
production systems (see the “Vulnerability Scanning 
and Virtualized Testing” product sheet for more 
information)

• Cyber security expertise and a fully equipped lab 
that evaluates software to give plants access to other 
resources within Westinghouse. For example, using 
Westinghouse plant knowledge, a topology of the test 
system can be built

• Solutions to a number of the cyber security controls 
in the regulatory guides, as well as verify alternate 
controls

• Access to results from solutions that have already been 
tested in the lab

While regulatory compliance depends on each individual 
situation, Westinghouse’s cyber security lab aids in 
compliance with such controls as:

RG 5.71 NEI 08-09 Control Title

B5.3 D5.3
Changes to File System and Operating System 
Permissions

B5.4 D5.4 Hardware Configuration

B5.5 D5.5
Installing Operating Systems, Applications, and 
Third Party Software Updates

C3.3 E3.3 Malicious Code Protection

C3.4 E3.4 Monitoring Tools and Techniques

C6 E6 Defense-in-Depth

C11.3 E10.3 Baseline Configuration

C11.4 E10.4 Configuration Change Control

C11.7 E10.7 Configuration Settings


